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(54) METHOD FOR SAFELY PRINTING DOCUMENT 

(5 Ibstract: 

PROBLEM TO BE SOLVED: To improve safety in security by printing a 
document only when an intended receiver executes conversation with a 
printing device in order to take-out the previously presented document 
and print it. 

SOLUTION: A client ciphers the document furthermore before 
transmitting it to a printing server in order to increase security and the 
printing device 140 decodes the ciphered document before printing. A 
document storage device 130 receives a ciphered document file and 
related user identifying information and stores them. Besides, the device 
130 receives a request for transferring the ciphered document file 
having designated identifying information to a designated position. A 
server receives a request from a printer 140 as against the specified 
ciphered document, researches the designated ciphered document and 
transfers the document which is ciphered in a request printer. 
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[0 0 2 2] h • -^— ^<120{i, 3.— If • -? 

^>S 0 f^f^Fy ■ '<120te, S^tT^n-fe^ 
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^205iC J; o TCPU200^^ * *xT V > £ 0 R0M220^^ y 
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£ 0 ^F«^tt(0^^y (NV-RAM) 230*3^^^^^ *D 
(DRAM)240^£fc, ^*iri^*205f:i^£ *LT^£ 0 
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h^7- KB6*S6«S:<B^fc^y >-^^r^±(- 
I^B^LfCo ft#^HSE0iJ-Cfi. iUffl^y v^*3«tt/'>y 

Xi>£\<\ K • =>-— y b\^\±*y b V — ? 

\z^~y h&mmi-z>titb<D*y yy—<7 4i/? — y=. 
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£ 0 L^L^^b. ^y — — K • 

[0 0 3 9] ^#0^iJ^®^fflUT»ffia^J:^ 

m&fri£ H/^^ L*Lfei/\, t*^ — — K 

[0 0 4 0] 5l^v/^^A150(i^ yt°a- ^T^S^ 

hEit*t13O^<0*ttL K^a^^ME«3SJi130^J: 
F«l«K'fc6c x-f h y • /<)2Q<D 

[0 0 4 1] ^C, K**^^HB«»«<OBf##*3 

[0 0 4 2] fc^^^tT^f-o^T. «&$*LS#:fcJ: 
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[0 0 4 3] ^^^y^a^^tim'r^i^oni--^^ 

[0 0 4 4] mS^^^-z^OOr-, p-^/v- ^yt^ 
— ^tf^^u— ^ ((U^iir-r). ti^K^ra^y^ 

6 0 aMMBtt^ t 1 y ^305 -e v*~*>h <n&±t*fvm 

TA^Sfrfcffffl&^trB**^ h y • ^12 
0tciHff-r5 o iSSLTf^ h y • '<120tt N * 

[0045] m^^y^y^33ox\ g^yy >^ . ^ 

stScript-^PCLcoJ; 5*^— ^lEJeflrlSfc^^—-^ y h 
t5 0 SRWt^y is9<n*4 7*fcttM<oQi 

-^n-fe^tt, ^^5/^335-C^O^ttSr^:^^ 

Sffi-r-So S4ft^y^a • T/^!)XA (Secure Has 
30 h Algorithm : SHA-1)*5 J;t«tW:/o h y 

— A«f#, ffOiri^— ^P»#«» (Data Encryption St 
andard : DES) <D J: o tt: * y-fe-^^x^ MHlfc£:££ 
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[0 0 4 9] ^^jy^S-Cjc^ftHlWJ^c-fc^tt. * 

[0 0 5 0] SgHc*-r s/^350K33^*T\ K^a^y 
[0 0 5 1] K**^>'MB«3fill130^6*5|ISixfc 
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^J4, — K^^^^^y v^140<Z>*-^ 

[0 0 5 3] K^SB280f4*ir ^405 

5 C *^T^^^^410T% — KSc&SB280 

ttBiaUflMBSr^y ^^^CPU200^te3l"rSo CPU200f4i& 
Mf y^415-CSJtSi9 , s/^420-e»SU« 

«Sr^tP^ yfe—^*^L, yz?425X 
> h j5*36«130^te^-rSo 

[0 0 5 4] ^7^-/^430T\ VbEttSSItl 30 

tfM ^Sr*JtBt5, ^xy^435-ei^C»SiJ«« 

***o b**~*>'h&>klt>X^— K^>f *^135«riJ— 
ft5 0 OltUi«-ett, K*~>vbe«3S«130r41o 
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[0 0 5 6] ^ry^T^U >-^4#i-1gi£r§:tt& 

KBtJK«280f4«f#-ft**tfc-fey '>a V • ^-^r^^- 

280f4^^^/^465T-ir r^a V • SrCPU200Ktei£1- 
[0 0 5 7] fiA»*^r— 35 s ^"^— KSr*L"CBI 

r<?5tl[8feJ4«a«>T**lJ-C*>5. 

[0 0 5 8] ^y >-^140fi^^ ^^4707?^ yir — v 5 * 

— S?«r3ttBt?K ^^5/^480-C ; K^^^ ^ h^r^y > 
30 ^140{^e^-T5o ^xy^485T?^y ^^140f4K= a r^- 
* v h^Sttfe^ , ^xy^490"C-fey v-a > • ^r" *: 

[0059] ^&\^*"r y-?imx-fy >?temm£H 

K^a^ ^ b<DVL*Hkt:ft 5 «t 3 (c^^- h^- KS* 

[0 0 6 0] ^7h!7-^110H D-^/Uxyr*7 
40 y YV— n^ott J:v\ ^C2— ^</u«JK* 

(C. \s>r Y y • if- /<}2Qte£Xfb'*c*.* V hlEti 
[0 0 6 1 ] ^<o^<0^1fe^J-Cf4ffi^tte^0fcfe 

50 K^r^ ^>h|Elt^S^^t: e -^tt^ 0 ~ 
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[0 0 6 2] WMC Stt^d*, ^ > N&rEPfi'J 

ft< K^^Jg-6*»fc LftfcV^^fcf. nyKyt'S 
K 5 **^ > h£r — ^ — 3— ? • -<-7(Dt-^ 

[0 0 6 3] f>fl^^ h!J • U— ^<120fiftfe<^3.— If X 

tScript£fctePCL<7><^ob{- K^*^ > h&7*— *y 

— tftt, «x.tf>f *y N^iiLT^^ h y - 
If— ^120^T^ir^-T^r ^^T*#, ^Bt&5i:S 
K: g #<Da.-1f Xn 7 r /^fclEH-r 5 r £ j&s-es 5 4: 

[0 0 6 4] iJtbfeWrtS^i^n-fe^tt, A% 

■0— K^=.>>ME«^o-fe^, *3J:t*g?£*Xy 
[o o 6 5] ^t<o± % cr-eiaaiSns^o-fe^^-r^ 
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[0 0 6 6] C(7)^0Jf^ s LTfc<0**»«Sr& 

tr. 

[0 0 6 7] 1. ^7^f7yh, SifflJif-^ BiS'JS 

a>VhSrS»*5fc«>, tt*2cD«giJ^«:*tpK*Sr 
*S:S*-tKit?. H5IEm2co»SU^^t&jWSix^mi^» 

[0 0 6 8] 2. ±IS1icJ;5*ife^feo"C, ^7^7 

[0 0 6 9] 3. iE2{a5*fttfcot, gft^tt 
[0 0 7 0] 4. ±iE3{-«t*^ffi-efooT, HUSUKft 

[0 0 7 1 ] 5. ±E4^«fc^*'jfe-efco-C, ^tt^tc 
ctoT^^tL^^-^- h^7- K3ftS*2^»»J^-*r*tf 
^ — ^ «rtfr*ft I — Hl*J3fi«35 s *2<D«38«^*r^^-h* 

[0 0 7 2] 6. ±B44fctt5l=:J:5*jSfe-e*>oT, 

[0 0 7 3] 7. ±!E6tc < fc*;firffi-Cfeo-<\ ^y^7 
Vh^^a^, ftr/^^U XA^df-t?fc5 

Otf-WtTVU^y X^^BB^r— CfcSm2co^r-S:fle 

m l <0WBiJ^-«rfin«|*-/<^eiS-*-5 J: b LfcHiBO* 
50 [0 0 7 4]8. JilE6fCj:a*ftT**>o-C, 
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[0 0 7 5] 9. ±ta7*^:tt8^«tS*fe-CfcoT, EP 

— K#liff^L$ftfcf&1^*— £fl¥ScU ^1^0^- 
h SrHMW 5 fc fcfB 1 ^ * - -T 5 * x s> 7 1 £ 
[0 0 7 6] 10. ±Eoffit^1o<o;frfelc£5iMls£ 
[0077] ii. itai-gcoffis^ioc^^^tci^ib 

[0 0 7 8] 12. ±tB1-90ffi^(7)1oco^-&(cJ:5llj 

J: 5 £ ixfcfWHI*-'*. 
[0 0 7 9] 13. ±IE1-9<7)ffiS<Dloco*-jSfe^«tSSi 

[0 0 8 0] 14. K^F-a^^hSrSftBt^BlWI-fSJ: 
Ho 

[0 0 8 1] 15. Ji|514^J:5HlBiJ3gfi-efco-C, EP 
*J*— ^^6>**tft6ixfc«p-8-{fcSixfe K^r^^^hS: 

g # r <9 mm-r z tz #><D&m^& £«i x- 5 mmw* 

[0 0 8 2] 16. ±K15lCj:5BJa!lSg«-e*>o-C, A 

[0 0 8 3] 17. ±E16K<fc5fflBiJ3£RXfco-C, A 
[0 0 8 4] 18. ±8517^«tSHi8'J3SH-C*>o-C, * 

if <omm n &»m-t- s <t 5 k ft o x v ^ a hims*. 

[0 0 8 5] 19. ±E17l;:«fc5WflflKBXfco-t\ * 

Kit * ^riS-r ct 5 (w?io"Cv^ HiMttflL 
[0 0 8 6] 20. ±E19^«tSBlJS'J*l«-CfeoT, B 
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So 

[0 0 8 7] 21. ±E17-20^tt«<DloicJ;SBl*J» 

# — KR&3£»KSttR5fctf><^*n y h STAN'S — 
[0 0 8 8] 22. ±E17-20<ottSolo^J:SffBiJaS 

[0 0 8 9] 23. ±E22fc*3ffl*JSg«"T?*>o-(\ * 

20 [0 0 9 0] 24. ±E23^J:5HlSlBeit-C«>oT, _b 
E*^— Ktt^HKflKBJ** h^;— K^b 

30 Bo 

[0 0 9 1 ] 25. ±E22—24<7)ffiS^1o^J:5HlB«3S 

Bo 
[0 0 9 2] 

[mi] ^<o^m<Dmmm\^^x^±tmm^mrr 

40 [(H2] ^(DHjffeWcJ;^:^ ^#<Dti)to<DT— *"rt 

[ID 3] a-— -tf^^^ppgijcofc^JC K^r^-^ ^ h4r« 

[14] HiM^a^05e^ftSi?)aiL*5j:t^HiBiJ»c** 
n^^ry^o^Ti^f^^n-f t - ho 
[«F#©lttW] 

10 0: a— oyta-^ (^7^7>h) 
110: h V — 9 

13 0: K^^-^ V hEttSlfi (PPM*—'*) 
50 14 0: ;7°y >^ 
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[*jE#ffi] 2£ 35 

[ «= m * <d m m ] 

l ft * m l ] ^7^7^^, Hi JSU * — '< , HiJBimB&iO^fc^vt^-^^^^Aro 

fill U" — '< \z ^ iH $ it 5 ;* 7" y y t , 

HI RiJ * - X' hu 15 K * ~ * v h*J±UtB85ii-5fl(rlEJB 1 0> * SiJ ^f- «: g »* ]& !? , tl*t5 
^ x y ? t , 

g it ^ * m 2 © m. m & si m m m k t§ tfc l. , ^ si jm is s a? hj m v - '< a» & k * » > v h 

1^ JSU If - a* itu fe ^ * £ g it Ifc <9 , itItam2WiStSiJ^i:*&lrt$ti-/cMl « »J ^F- i 4r Jt 
tfc L , - a 5 * au o v -c tt , ffifEJ&i©*3U^fcHiir51ltrflBK=*~*i'h«:il(rR 
Hi JM ^ « tc i£ i- 5 * t 1 v 7 t , 

iiu IE Hi JfJiJ » fi a> K * a. ^ v h £r S St t> , Hi JB'J i" 5 * ^ y 7* t . 
*• * tf Hi JSiJ ft „ 

[ ft * js 2 ] ^7^Tvha5Husijf--/^i-ei*-raM(cK^^^vh*Bt-^fkL, hubu 

Se § as Bf -5§- fls $ ix tz K * a. * v h«rPPJS'JtfrK:«PBt-*-5»#«i IB * cd Hi JBU * 8= . 

[ » * * 3 1 S ft # (4 , Bf-§-<b$ixfcK*3.^>hS:#«i-6«>{c J e;.S*#aSrEPBiliS 
g it ft ih 5 , W*3S2l-fE«coHlBiJ^)*o 

[ W * « 4 ] HUBiJS«{4, »*a»*#U:J:oT«{fc£;h,;fc;*^-h#- 

- h # - K i: «■ IS i" -5 , ft*JS3 IB * O HI JBU * o 

[ ft * * 5 ] Sltf t - h * — K«s»2«5JtaiJ^-Sr-&tff f — ^S: 

*rt L , HUBiJ^BasS2<Z?iasiJ^Sr^^ — h*-Ka^ttl±J-f-5, lt*iS4lc:fB«cC0HiJBiJ 

[ IS * * 6 ] 8^lt7/^yXAt^p^7^^, 8f*Sr»*ft-rs^-^ — h^7 — K^s 

»BE«#*:Rl«l««K«-rj:5lci.yt. » # * 4 S li 5 l:: IB * <o f? »J # ft 0 

[ » * « 7 ] ^^-rr^HSrfr*. 

a- w ft w # fb r /i^ =r y xao^-t^si i co^--^^ffl k * ^ > h t « # ft 
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4¥MW<r>m^-itT/u=fv XA©&g|^-tfe5i 2 <o LT$ 1 <D fig f§r it * - 

Sr It <fc L , 

flf^ftSiit K#i^ v H3±Viaai-SitH3-<b*ixfclB l O * - * # o fg l rol^S'J^ 
«: Hi m - \z {5 it -T -5 J: 0 fc L, fc , fB**6JC|E«t©BJ»l*ffi. 

-<5»I*^e>Aft5J: 5 t L t , »*«6tia*<OPP*J*jfe. 
[ » # * 9 ] Hi «( » « Sr * , 
^ # (C j£ ^ L T HJ ^ - ^ rt> b 1^ ^ rt; £ ft fc 1 (O^-SrSlttSXf -7 7*i > 
Rf ft £ ft fi! 1 <£> 3r - £ * -7 - h # — K (C & L , &*tm<D1fc-%-ikT * V XA©| 

AWi^f-T-fc^SS^ftffl LT^-v - h # - K «F # ft $ ft SB 1 #P trc L , $ 

i <z> * — zmmmwiiz m-r t , 

H£ ft £ ft K * » ^ V h^ft?^i-5fc*(c^ 1 codf--^teffli-S^^S'7 p i:*-atr, 
ft * 35 7 £ tz ti 8 ic: IE 4ft <£> Hi JS'J * ffi . 

[ » * * 1 Oj »*J5i~9©v^i"ix*»iJ5(iiE«roHiJSU*«fe^J:S»I^S:i-SJ:5»w 

m j& $ ft hi fin m e „ 

[ M #'« 1 lj »*J5ll~9©l^i"n*»13Sfc8e«©Bl»!l*«fe^J:S»f^S:-rsj:p« 

[ Bt * * l 2] fi*JSl~9rov^-rt^,A^lIlic|e«c(7)HJ«lJ^ffi^r c ts»l^^-rSJ;5« 
^ $ ft HJ M - '< o 

[ » * JS l 3] «*JSl~9rov>-rn^-l^i-IE«tCoH3JBiJ*fe(cJ;5tbf^Sr-r5<};9« 

[ it * m l 4] > h £ S IS <9 Hj J55>J i" 5 J: ? £ ft fc Hi JBU 3£ fi T- & -o r , 

HlBiJi^-^ J! l-^y>'^^S^-r ; 5fci6ro'i'>-^-73:^^i: > 

K*a^ V h«:3fc*5*---!Fcott»J«*«r£trg#*:36£L, S * S: Rl «ij — IC e 
H> JB'J - 7i> «b K*a^ V h $:Sit8!^fc*K'Ml?S ( t > 
— <D tz #> \z K + a ^ V hSrHUSiJ-r^fcfccD^StSrW-r-SHUSiJSBo 

[ » * « 1 5] H]J8iJf--^A^Slt^btLfcBt-§-^^HfcK=3r^^vhSrS:tt^'5W^ 

-r?>/ci*co*n.a#©^{ix.5, » * * i 4 is » w hi jbu m e . 

[»*JS1 6] Attijj^&te. a - if B£ ft $ ft K # a * v h £ »Kt 5 tz tb (c 

m <o hi m m. m. . 

Kgg^^OlSBSr-g-tP, it * l 6 tc fe *c co H> JBiJ iH g „ 

[ » # * 1 8 1 ^•^-h*-K«E*«it)3filtf±, ^^-K*-K^P>^-ifO^SiJtt# 
iHillltSiiCftoTv^, » * * l 7 ic fla Wl <r> Hi JB'J S£ W. . 

[M*5l 9] ^v-M-KB^USfitt. WF*fb5ixfc««S:^^-h*-Ktc 

- h Jt> - Kl4«t#ft$nfcttf«S:S»t»0 s x-v - h * - K ifA £ ft 7t ffi £ *g ffl L T 
WF*fl:£ftfcW«$:#»L, » tt * * * iB i" , W * * 1 7(^ie«cOHJfl5iJSI«o 

[ » * « 2 0 ] ^ * iciff LEP JBU ^ Bt it £ ft fc IS 1 cDdr-SrSttlSS/cfcO 

— h * - K # IB «6 & ft ffl LTR#-§-{fc;£ftf;:fil 1 U 3? 1 CD * - £ il "T J; 

5 ic, Bt fl: £ ft f;: #1 l to * - £ - h # — Kicte2lt5fc»«)^gi:, 

*1 1 9 (C IE <£> Rl JS'J 3£ S = 

[ ft * « 2 1] - h # - KttS^«&^*TEPBU (K«0>«fifcS*«:-£tf<fc 5 
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■r ti i m t- is m (o w jbij m w. <, 

rnm-r z> — b # - h-m&xi r> msL&^-r z ?° v >- ■? &m z.tL. is # js 1 7~2oro^ 
-r n 1 ^ tc te « » j&ij =g e „ 

[ fit * JS 2 3] x -r - h # - K»*BHJSS** s -*3' h?-;M::R£B«:S&tt-*-5fci{>eD 

^f>?-7x-f Xfg*ft5, lf*JS2 2 IE m <0 PP filj i£ B o 
[ ft * Jg 2 4] Jh IB * -v - v * - K a * a *) * * tt , 
;* -r — h # - K*»e>a-f«9li«S:ttWt5fcft«)¥i:i, 

m^^m^t-^ v h ? — ? & m v x m — /< & m-t & ti #> <d ^ m t . 

!& i: , 

tiffti, 

^•-SrttfflLT, Bf # ft $ i% tz V* * =l * >- h^liflt?)?!!:. 

pp b« -r -* t :7 y > 9 \z. ~ * > bzmm-tz^m:tzffix.z>m*m2 3 izmm^wm 

IE. 

[ tt * * 2 5] f* 3fc JS 2 2~2 4 CD ^ 1* ;ft, a> 1 >S l£ 12 CD 1^ JBU ££ @ T' » f£ i" 5 i 5 * j£ 
£ ft * t - h * — KK^tDgt. 



